Multiple Choice Questions (MCQs)

1. What is the primary objective of computer

networks?

(a) Increase computational power

(b) Enable resource sharing and data
communication
(c) Enhance graphic capabilities

\ (d) Improve software development

2. Which device is used to connect multiple
networks and direct data packets between them?

(a) Switch




(c) Router
(d) Modem

3. Which layer of the OSI model is responsible for

ode-to-node data transfer and error detection?
(a) Physical Layer

(b) Data Link Layer [

(c) Network Layer

(d) Transport Layer

System (DNS)?

(a) Assign IP addresses dynamically
(b) Translate domain names to IP addresses
c) Secure data communication

(d) Monitor network traffic

g 4. What is the function of the Domain Name

5. Which method of data transmission uses a
dedicated communication path?

(a) Packet Switching




(c) Full-Duplex

(d) Half-Duplex

6. What is encapsulation in the context of network

communication?

(a) Converting data into a secure format

(b) Wrapping data with protocol information
(c) Monitoring network traffic

(d) Translating domain names to IP addresses

7. Which protocol is used for reliable data transfer
! in the TCP/IP model?

(@) HTTP

(b) FTP

(c) TCP

(d) UDP

8. What is the main purpose of a firewall in
network security?

(a) Convert data into a secure format
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(b) Monitor and control network traffic

(c) Assign IP addresses
(d) Translate domain names

9. Which network topology connects all devices to
central hub?

(a) Ring

(b) Mesh
(c) Bus

(d) Star

10. What is a key benefit of using computer
networks in businesses?

(a) Increase computational power
(b) Enable resource sharing and efficient
communication

: (c) Enhance graphic capabilities

-

(d) Improve software development




1. What is a computer network?
(a) A system to print documents
(b) A collection of software applications

(c) A system of linked devices that can exchange

data
(d) A group of people working together

2. What is the primary purpose of computer

networks?
(a) Increase screen brightness
g (b) Enable resource sharing and data
C
()

mmunication | <
Enhance keyboard speed
(d) Play high-quality videos

% 3. Which of the following is considered a node in a

= computer network?

(a) Ethernet cable
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(c) Router

(d) Link

4. What type of connection is Wi-Fi?

(a) Wireless

b) Wired

(c) Manual

(d) Bluetooth

5. What is the function of a switch in a network?

(a) Assign IP addresses

(b) Translate URLs
(c) Connect nodes and forward data based on MAC

address
(d) Provide power to devices
6. How does a switch identify where to forward a

\\\ data packet?

(a) Using IP address
(b) Using MAC address

(c) Usipg domain name

s /
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(Ld\) Using computer name
7. What is the main role of a router in a network?
(a) Create backup files

(b) Connect nodes in a LAN

c) Connect different networks and direct data

packets

(d) Print documents

8. In the air travel analogy, what do different
airports represent?

(a) Switches
! (b) Routers | &
(c) Printers
(d) Devices
9. What is an example of resource sharing in a

._ network?

-

(a) Watching a video
(b) Playing games

(c) Multiple computers sharing one printer
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'1/4 (d) Using a USB drive

10. What is an example of collaboration using a
network?

(a) Copying files to USB

b) Working on a shared document via Google Drive
(c) Turning off the router

(d) Installing software manually

11. What is the role of the sender in data
communication?

(a) Receives the message
(b) Translates the protocol

(c) Sends the data | &

(d) Monitors the network
R 12. Which component of data communication is
i responsible for receiving the data?

(a) Receiver

(b) Protocol




'- (c) Medium

(d) Switch

13. What does the "message" represent in data

communication?

a) The rules of communication
(b) The actual data being sent
(c) The device sending the data
(d) The connection type

14. What is a protocol in data communication?
(a) A physical wire
! (b) A type of device
) A set of rules for communication

(d) A wireless network
15. Which of the following can be a

communication medium?

(a) Router
(b) Wi-Fi

(c) Megsage
/ >
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14 (d) Application

16. What is the function of a switch in a network?
(a) Assign IP addresses

(b) Forward data to specific devices using MAC

ddress
(c) Connect wireless devices
(d) Control internet speed

17. At which layer of the OSI model does a switch
operate?

(a) Data Link Layer (Layer 2) | 4
g (b) Physical Layer

(c) Transport Layer
(d) Application Layer
18. What does a router primarily do in a network?

(a) Connects to printers

(b) Directs data between networks
(c) Scans messages

(d) Engrypts emails
/ o




19. What is a key function of an Access Point?
(a) Print documents

(b) Assign domain names

(c) Connect wireless devices to a wired network
d) Monitor CPU temperature

h 20. How does an Access Point work?
(a) Encrypts wireless signals

(b) Stores network data

(c) Transmits data wirelessly between wired

network and wireless devices | 4

(d) Routes internet cables only
2]1. What does a network topology define?

(a) Network speed

(b) IP address range
(c) Arrangement of devices in a network
(d) Internet protocols used

22. In which topology do all devices share a single

commuynication line?




'- (a) Ring Topology

(b) Star Topology

(c) Bus Topology
(d) Mesh Topology

3. Which device acts as the central point in a star
topology?

(a) Hub or Switch
(b) Router

(c) Server

(d) Modem
24. In which topology does data travel in one

direction through a circular pathway?
(a) Bus Topology
(b) Ring Topology

\ (c) Star Topology

(d) Tree Topology
25. What is a disadvantage of Bus topology?

(a) Requires too many cables




Entire network fails if the central cable breaks

(c) Expensive to implement
(d) Complex configuration

6. In which transmission mode does data travel in
only one direction?

(a) Full-Duplex
(b) Half-Duplex

(c) Simplex | 4

(d) Duplex
g 27. Which of the following is an example of

Simplex communication?

(a) Telephone call
(b) Keyboard to computer | 4
(

c) Walkie-talkie

i (d) Chat application
- 28. In Half-Duplex mode, data transmission:

(a) Happens only in one direction




(¢) Occurs in both directions but not simultaneously

(d) Is always wireless

9. Which device communication is an example of
Full-Duplex?

(a) Walkie-talkie
(b) Radio broadcasting

(c) Telephone conversation | 4

(d) Keyboard to computer
g 30. What is the main role of the Physical Layer in

OSI Model?

(a) Routing data
(b) Managing sessions

: (c) Establishing physical connections

-

(d) Formatting data
31. The Data Link Layer is responsible for:

(a) Internet browsing




b
11/ (b) Media formatting

(c) Error detection and correction
(d) Managing email applications

32. Which OSI layer finds the best path to route
data between networks?

-

a) Application Layer
(b) Network Layer [/
(c) Transport Layer
(d) Data Link Layer

33. Which 0S| layer manages data flow and

ensures reliability of data transmission?

(a) Network Layer

| ¥/ (b) Transport Layer [4

II (c) Session Layer

(d) Presentation Layer

34. What is the function of the Session Layer?

(a) Translating and formatting data



'- (c) Displaying web pages

(d) Encrypting hardware addresses

35. The Application Layer provides services such
as:

a) Email and web browsing
(b) Packet routing

(c) Media conversion

(d) Flow control and sequencing

36. What is the bit length of an IPv4 address?
(a) 16 bits
! (b) 32 bits |4
) 64 bits
(d) 128 bits
37. Approximately how many unique IPv4

\\\ addresses are possible?

(a) 4.3 million
(b) 4.3 billion




'- (d) Unlimited

38. Which Internet Protocol version uses 128-bit
addressing?

(a) IPv3

b) IPv4

(c) IPv5

(d) IPv6

39. Why was IPv6 introduced?

(a) To reduce the number of IP addresses

! (b) To replace IPv4 due to limited addresses |4

(c) To use 32-bit address scheme

) To slow down internet speed
40. An IPv6 address is like:
(a) A short phone number

\ (b) A digital fingerprint with a vast number of unique
identifiers

(c) A physical address on a street

(d) A MAC address
/ >
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41. What is the main function of a protocol in data

communication?

(a) To create hardware devices

(b) To govern rules of data communication
c) To store data

(d) To provide internet service

42. Which protocol is primarily used for
transferring web pages over the internet?

(@) FTP
(b) HTTP | 4

(c) SMTP

(d) DHCP
43. What is the role of DNS (Domain Name
System)?

(a) Assign IP addresses automatically

(b) Translate domain names into IP addresses
(c) Encrypt data

(d) Filter network traffic
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\|/{ 44. DHCP (Dynamic Host Configuration Protocol) |

is responsible for:
(a) Translating IP addresses to domain names

(b) Assigning IP addresses automatically to devices

on a network
: c¢) Sending emails

(d) Securing network traffic

45. Which of the following is NOT a purpose of
network security?

(a) Protecting sensitive data

(b) Preventing unauthorized access
(c) Increasing data speed [/

o (d) Maintaining privacy

46. What does a firewall do in network security?
(a) Stores data backups

(b) Monitors and controls incoming and outgoing

network traffic based on security rules

(c) Sends emails
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(d\) Encrypts messages

47. Encryption is used to:

(a) Convert readable data into a secure format
unreadable without a key

b) Delete data
(c) Speed up data transmission
(d) Assign IP addresses

48. Which of the following is an example of
malware?

(a) Firewall
! (b) Virus |
(c) DNS
(d) DHCP
49. What is phishing?

(a) A method to increase network speed

(b) Attempt to trick users into revealing sensitive

information via deceptive emails or websites

(c) A type of firewall
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(d) Automatic IP address assignment

50. What happens during a Denial of Service (DoS)
attack?

(a) Data is encrypted

b) Network is overwhelmed with traffic to make it
unavailable

(c) IP addresses are assigned
(d) Emails are sent

51. What does PAN (Personal Area Network)
primarily connect?

(a) Multiple cities
(b) Personal devices within a short range

(c) Entire university campuses
(d) Internet servers

: 52. Which network connects computers within a

-

limited area like a home or office?
(a) WAN
(b) MAN




53. A Metropolitan Area Network (MAN) typically
connects:

a) Personal devices only

(b) Multiple LANs within a city or large campus
(c) Devices within a single room

(d) All computers worldwide

54. The largest example of a WAN (Wide Area
Network) is:
(a) Bluetooth network
(b) The Internet | &

(c) A university network
(d) A home Wi-Fi network

55. What is a Campus Area Network (CAN)?

(a) A network connecting personal devices

(b) A network connecting multiple LANs within a

limited geographic area like a university campus
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(c) A network spanning multiple countries

(d) A network for online games only

56. In business, networks mainly help with:
(a) Cooking food

b) Efficient communication and resource sharing
(c) Physical exercise

(d) Painting and drawing

57. Which educational tool is an example of

network use in education?

(a) Blackboard and Moodle LMS | 4

(b) Telephones only
(c) Paper textbooks
(d) Physical classrooms only

58. Healthcare networks help by:
(a) Storing patient data electronically
(b) Sending letters

(c) Teaching students online




'- (d) Playing videos

59. TCP/IP is:

(a) A hardware device

(b) A suite of protocols used for internet

ommunication

(c) A programming language

(d) A type of computer virus

60. Which protocol ensures reliable data transfer?

(a) UDP
(b) TCP [Z
! (c) DNS
) DHCP
61. DNS stands for:
(@) Domain Name System

“ (b) Data Network Service

-

(c) Digital Number Server

(d) Dynamic Network Setup
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(a) Translate domain names to IP addresses

(b) Automatically assign IP addresses to devices
(c) Encrypt data

d) Manage email

63. Firewalls are used to:

(a) Store data

(b) Monitor and control incoming and outgoing
network traffic |

(c) Send emails
! (d) Assign IP addresses

64. Encryption helps to:

(a) Protect data by converting it into a secure
.;rmat

(b) Speed up internet

(c) Connect devices
(d) Remove viruses

65. Antivirus software is used to:




(a) Create new software

(b) Detect and remove malicious software
(c) Increase internet speed

(d) Manage IP addresses

-

Exercise Short Questions:

1. Define data communication and list its key
components.

Answer:

Data communication is the process of transferring
data from one device to another through a

transmission medium.

/ Key components:

e Sender: The device that sends the data.
e Receiver: The device that receives the data.

e Medium: The physical path through which data

travels (e.g., cables, wireless).

e Mgssage: The actual data to be communicated.



transmission.

2. Explain the role of routers in a computer

network.

Answer:;

Routers are devices that connect multiple networks
and direct data packets between them. They
determine the best path for data to travel from the
sender to the receiver across interconnected

networks.

3. What are the main functions of the Network

Layer in the OSI model?
Answer:

¥/ The Network Layer is responsible for:

e Routing data packets between different

networks.

e Addressing and logical addressing (IP

addressing).

e Packet forwarding to reach the destination
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4. Describe the difference between packet

switching and circuit switching.
Answer:

e Packet Switching: Data is divided into packets
that are sent independently via different routes;

more efficient and flexible.

e Circuit Switching: A dedicated communication
path is established for the entire session;

suitable for continuous data streams.

5. What is the purpose of the Dynamic Host
Configuration Protocol (DHCP)?

Answer:;

DHCP automatically assigns IP addresses to
W/ devices on a network, simplifying the management
of IP address allocation and enabling devices to join

the network easily.

6. How does encapsulation ensure secure
communication in a network?

Answer:




and can include encryption, ensuring that data is
transmitted securely and can only be accessed or

understood by authorized parties.

7. Differentiate between TCP and UDP in terms of
data transfer reliability.

Answer:

e TCP (Transmission Control Protocol): Provides
reliable, ordered, and error-checked delivery of
data.

e UDP (User Datagram Protocol): Offers faster,
connectionless transmission but does not

guarantee delivery or order.

8. Explain the importance of encryption in network
gy security.

Answer:

Encryption protects sensitive data by converting it
into an unreadable format for unauthorized users,
ensuring confidentiality and secure communication

over networks.




topology in a network?
Answer:
e Easy to manage and troubleshoot.
e Faults in one node do not affect the rest of the
: network.
e Devices can be added or removed without
disrupting the network.

10. How do firewalls contribute to network security?

Answer:

Firewalls monitor and control incoming and
outgoing network traffic based on predefined
acurity rules, blocking unauthorized access and

/' protecting the network from threats.

Important Short Questions:

1. What is a computer network?

A computer network is a system of linked devices
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with each other.

2. Name the primary components of a computer

network.

The primary components are Nodes, Links,

Switches, and Routers.
3. What are nodes in a network? Give examples.

Nodes are devices connected to the network, such
as computers, smartphones, and printers.

4. Differentiate between wired and wireless links in
a network.

to connect devices, while wireless links use radio

waves like Wi-Fi for communication without cables.
5. What is the role of a switch in a network?
A switch connects multiple devices within a

;"\ network and forwards data packets to the correct

! Wired links use physical cables like Ethernet cables

destination device based on MAC addresses.

6. How do routers function in a computer network?

Routers connect different networks and direct data
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packets between them to ensure they reach the

correct destination network.

7. Explain the process of file transfer using a

network switch with an example.

When sending a file in an office, the file is split into
packets, each packet has the destination MAC
address. These packets go to the switch, which
reads the addresses and forwards them only to the
port where the recipient's computer is connected.
The recipient reassembles the packets into the

original file.

! 8. How is packet switching similar to an air travel

system?

ata packets are like passengers split into groups
with tickets (IP addresses), taking different routes
(via routers or airports) to reach their final

destination.

9. What is the main objective of resource sharing

in a computer network?

The objective is to allow multiple devices to share




resources like printers and storage to reduce costs

and improve efficiency.

10. How do computer networks facilitate
connectivity and collaboration?

Networks connect devices allowing remote access
and collaboration, enabling real-time work on
shared documents and communication through

video conferencing.

11. What are the five basic components of data
communication?

The five basic components of data communication

are:
Sender: The device that sends the data.

Receiver: The device that receives the data.

Message: The actual data being

communicated.

Protocol: The set of rules that govern data

communication.

Medium: The physical or wireless path through

ich data travels.
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12. Define the role of the sender and receiver in

data communication.

e Sender: The device that initiates the
communication by sending data. For example,

a computer sending an email.

e Receiver: The device that receives and

processes the data sent by the sender. For

example, a smartphone receiving the email.

13. What is a protocol in data communication?
Give an example.

A protocol is a set of rules that govern how data is
transmitted and received over a network to ensure

proper communication.

xample: HTTP (HyperText Transfer Protocol) is a
protocol used for transferring web pages over the
internet.

N )
i 14. How does a network switch use MAC
addresses to forward data?

A network switch reads the destination device's
MAC

ddress on each incoming data packet and
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forwards the packet only to the specific device with
that address, instead of broadcasting it to all
devices. This improves network efficiency by

sending data only where it is needed.

15. What is the function of an access point in a
network?

An Access Point (AP) acts as a bridge between
wireless devices (like smartphones and laptops)
and a wired network. It receives data from the wired
network and transmits it wirelessly to devices, and

vice versa, enabling wireless connectivity.

16. What is a network topology? Explain its
significance in network design.

nswer:
Network topology is the physical or logical
arrangement of devices (nodes) in a computer

;“\ network. It is significant because it affects the

network’s performance, scalability, fault tolerance,

and ease of maintenance.




17. How are devices connected in a bus topology,
and what is its major drawback?

Answer:

In a bus topology, all devices are connected to a

single central cable (bus).

Drawback: If the central cable fails, the entire

network stops functioning.

18. What role does a hub or switch play in a star
topology?

Answer:

! In a star topology, a hub or switch acts as a central

point through which all data is transmitted. It
anages communication between all connected

devices (nodes).

19. Why is the ring topology less reliable than the
star topology?

Answer:

In a ring topology, failure of any single device or

connection can break the entire communication
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to\pology where only one node is affected by

failure.

20. In which topology does data flow in one
direction, and what is a real-life example of it?

Answer:
e Data flows in one direction in a ring topology.

e Example: A relay race, where each runner

passes the baton to the next.

21. State one advantage and one disadvantage of
star topology.

Answer:;

e Advantage: Easy to manage and troubleshoot

since each device is connected independently.

e Disadvantage: If the central hub fails, the entire

network stops working.

22. What happens when the main cable breaks in a
bus topology?

Answer:

If the,main cable (bus) breaks, communication



between all devices is disrupted, and the network

becomes inoperable.

23. Give one practical example where ring topology
might be used.

Answer:

Ring topology is used in Fiber Distributed Data
Interface (FDDI) networks and token ring networks
in older LANSs.

24. Which topology is most suitable for large

organizations and why?

Answer:
Star topology is most suitable because it is easy to

scale, manage, and isolate faults without affecting
the entire network.
25. Differentiate between star topology and ring

._ topology based on data transmission.

\

Answer:

e Star Topology: Data is sent to the hub/switch

which then forwards it to the destination device.




e Ring Topology: Data travels in a unidirectional

or Dbidirectional circular path through each

device.

26. What is Simplex communication? Give one
example.

Answer:

Simplex =~ communication is a  one-way
communication mode where data flows in only one

direction.
Example: Keyboard to computer.
real-life example.

Answer:
Full-Duplex communication allows data to be sent
and received simultaneously.

Example: Telephone conversation.

! 28. What is Full-Duplex communication? Provide a

29. Differentiate between Half-Duplex and

Full-Duplex communication.

Answer:




o Half-Duplex: Two-way but one direction at

time.

e Full-Duplex: Two-way and both directions at the

same time.

30. Which transmission mode is the most efficient
and why?

Answer:

Full-Duplex is the most efficient because it allows
simultaneous sending and receiving of data,

improving communication speed and performance.

31. What is the OSI Model?

Answer:;

e OSI Model is a 7-layer framework used to

understand how networking protocols interact and

how data is transmitted across a network.

32. What is the function of the Physical Layer in
the OSI Model?

Answer:

The Physical Layer is responsible for the actual




transmission of raw data bits over a physical

medium like cables, connectors, and hubs.

33. Which OSI layer ensures error-free data

transmission between nodes?
Answer:

Data Link Layer ensures error detection, correction,

and reliable node-to-node communication.

34. Name the OSI layer responsible for finding the
best path for data to travel.

Answer:

Network Layer is responsible for routing and
selecting the best path for data to reach its

destination.

35. What is the main role of the Transport Layer in
the OSI Model?

Answer:

The Transport Layer ensures complete and
accurate data delivery between two devices by

handling error checking and data flow control.




'- 36. What is IPv4?

Answer:

IPv4 is the fourth version of Internet Protocol that
uses a 32-bit addressing scheme, allowing

approximately 4.3 billion unique IP addresses.
37. How many addresses can IPv4 support?
Answer:

IPv4 can support 232 = 4,294,967,296 unique

addresses.

38. What is IPv6 and why was it introduced?

Answer:

IPv6 is the latest version of IP that uses 128-bit

ddressing to overcome the address limitation of
IPv4 and allows trillions of unique addresses.
39. Give one example of an IPv6 address.

=

Answer:

An example of an IPv6 address is:
2001:0000:130F:0000:0000:0900:876A:1308B.

40.What are protocols in networking?




Answer:

Protocols are sets of rules that govern data
communication, such as TCP/IP, HTTP, FTP, and
SMTP.

41. What is the function of HTTP?
Answer:

HTTP (HyperText Transfer Protocol) is used to

transfer web pages over the internet.
42. What is DNS and what does it do?

Answer:

DNS (Domain Name System) translates domain
names into IP addresses, allowing users to access

bsites easily.

43. What does DHCP stand for and what is its role?

Answer:

DHCP stands for Dynamic Host Configuration
Protocol. It automatically assigns IP addresses to

devices on a network.

44. What is the purpose of encryption in network



security?

Answer:

Encryption converts data into a coded format to
protect it from unauthorized access. Only

authorized users can decrypt it.
45. Define firewall in networking.
Answer:

A firewall is a security system that monitors and
filters network traffic to prevent unauthorized

access based on set rules.

46. What is Malware?
Answer:

alware is malicious software designed to harm or

exploit computers and networks. Examples include
viruses, worms, and ransomware that can damage

data or steal sensitive information.
47. What is Phishing in network security?

Answer:

Phishipg is a cyberattack that tricks users into



revealing confidential information such as
passwords or credit card numbers, usually through

deceptive emails or fake websites.

48. What is the purpose of a Denial of Service (DoS)
attack?

Answer:

A Denial of Service (DoS) attack aims to overwhelm
a network with excessive traffic, causing it to slow
down or become completely unavailable to

legitimate users.

49. Define Man-in-the-Middle attack.

Answer:

A Man-in-the-Middle attack occurs when an attacker

secretly intercepts and possibly alters the

communication between two parties without their

knowledge, stealing or modifying sensitive data.

N
% 50. What is a Personal Area Network (PAN)?
=% Answer:

>

A Personal Area Network (PAN) is a small-scale

\

k that connects personal devices within a | \




limited range, such as smartphones, tablets, and
laptops. An example is Bluetooth connections

between a phone and wireless headset.

51. Give one example of a Metropolitan Area
Network (MAN).

Answer:

A Metropolitan Area Network (MAN) connects
multiple Local Area Networks (LANs) within a city
or large campus. For example, a university network

connecting its various campuses across a city.

! 52. What is a Campus Area Network (CAN)?

Answer:

A Campus Area Network (CAN) links several LANs
within a limited geographical area like a university
campus or business park, facilitating
communication between departments and buildings.

\
i 53. How is TCP different from UDP?

Answer:

TCP (Transmission Control Protocol) ensures



'- a connection before transfer. UDP (User Datagram
Protocol) sends data faster without guaranteeing
delivery or order, making it less reliable but more

efficient for certain applications.

54. What is the role of DNS in TCP/IP
communication?

Answer:

The Domain Name System (DNS) translates
human-readable domain names (e.g.,
www.example.com) into machine-readable IP

addresses, allowing users to access websites easily

without memorizing numeric IP addresses.

55. Name any two methods used for network
curity.

Answer:

e Firewalls: Security systems that monitor and
control incoming and outgoing network traffic
based on predetermined rules to block

unauthorized access.

Encryption: The process of converting data into



a secure format that only authorized users with

the correct decryption key can read.

Exercise Long Questions:

Q1. Discuss the objectives of computer
networks and provide examples of how they
facilitate resource sharing and data

communication.

Answer:

enable communication, share resources efficiently,

and provide reliable data access across multiple

vices. The main objectives include:
Resource Sharing: Networks allow multiple users
and devices to share resources such as printers,

files, software applications, and internet

I The primary objectives of computer networks are to

connections. For example, in an office network,
many employees can use a single high-quality

printer instead of having individual printers for

e, which saves cost and space.



| Data Communication: Networks enable
communication between devices located in the
same building or across the globe. This facilitates
the exchange of data in real time or near real time.
For example, emails, video calls, and instant

essaging are possible due to network connectivity.

Data Sharing: Networks allow users to share files
and databases easily. This helps in collaboration, as
team members can access and edit shared
documents simultaneously using platforms like

Google Drive or Microsoft SharePoint.

Centralized Data Managerr nt: Networks allow for
centralized control and management of data,

improving security and backup processes. For
example, a company can maintain a central server
where all data is stored, backed up, and managed,
reducing the risk of data loss.

-

Scalability: Networks can grow easily by adding
new devices without affecting existing connections

significantly.




can be designed to provide backup communication
paths, ensuring continuous availability in case one

path fails.
+ Example:

In educational institutions, networks allow students
and teachers to share resources like e-books,
access online courses, and communicate via email
or messaging systems. Similarly, in healthcare,
networks enable doctors to share patient records

securely for quick diagnosis.

Q2. In a Simplex communication system,

assume data is transmitted at a rate of 500 bits
per second (bps). Compute the time to transmit a
essage if:

e (a) Itis of 10 kilobits.

e (b) Itis of 10 kilobytes.

i Answer:

— Given:

7

Data rate = 500 bits per second (bps)

ﬂ(a) Time to transmit 10 kilobits
/)

-




e 1 kilobit (kb) = 1000 bits
e Total bits=10kb =10x 1000 = 10,000 bits

Using the formula:

Number of bits __ 10,000

Datarate . = —zoo = 20 seconds

Time =

(b) Time to transmit 10 kilobytes
e 1 byte = 8 bits
e 1 kilobyte (KB) = 1000 bytes (assuming

decimal system)
e Total bytes =10 KB =10 x 1000 = 10,000 bytes
e Total bits = 10,000 x 8 = 80,000 bits

Using the formula:

Time = % = 160 seconds

Q3. Describe how data is transmitted across
computer networks using packet switching and
circuit switching.

Answer:
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Packet Switching:

e In packet switching, data to be transmitted is
divided into small blocks called packets. Each
packet contains a portion of the data along

with addressing information.

e These packets travel independently over the

network and may take different routes to reach

the destination.

e At the destination, packets are reassembled in
the correct order to reconstruct the original
data.

Packet switching is efficient and uses network
resources optimally since the network can

route packets based on current traffic.

It supports multiple communications
simultaneously on the same network

infrastructure.

The Internet is the most common example of a

packet-switched network.




e Efficient use of bandwidth.

e More resilient to failures (packets can be

rerouted).
e Supports bursty data transmissions.
Circuit Switching:

e Circuit switching establishes a dedicated
communication path between the sender and

receiver for the entire duration of the session.

e Once the circuit is set up, all data flows along

this reserved path.

e The path remains reserved and exclusive until

the communication ends.

e Traditional telephone networks use circuit
switching to provide continuous voice

communication.

Provides consistent and guaranteed bandwidth.

Suitable for realtime communication like voice

calls.




e Inefficient for data that is sent in bursts, as the
dedicated path remains reserved even when no

data is being sent.

e Less flexible, and the setup process can

introduce delay.
Summary:

e Packet switching divides data into packets,
routes them independently, and reassembles
them at the destination. It is flexible and

efficient for data networks like the internet.

Circuit switching sets up a dedicated
communication path for the entire session,
ensuring consistent transmission, ideal for

continuous data streams such as voice calls.

Q4. Discuss the role and importance of
protocols in data communication. Explain the
functions of key protocols such as TCP/IP, HTTP,
DNS, and DHCP.




)

Role and Importance of Protocols in Data

Communication:

Protocols are a set of rules and standards that
govern how data is transmitted and received across
a network. They ensure that devices, regardless of
their manufacturer or type, can communicate

effectively and reliably. Protocols define:
e How data is formatted and structured.

e How devices establish and terminate

communication.
e How errors are detected and corrected.
e How data is routed from sender to receiver.

e Without protocols, devices would not

understand each  other, leading  to

communication failures and data loss.
.. Functions of Key Protocols:

i TCP/IP (Transmission Control Protocol/Internet
=/ Protocol):

E

e TCP/IP is the foundational protocol suite of the

iglernet. It is responsible for



communication.

e TCP ensures reliable data transfer by
establishing a connection, breaking data into
packets, guaranteeing delivery, and ordering

packets correctly.

e IP handles addressing and routing, determining
the best path for data packets to reach their

destination across multiple networks.
HTTP (HyperText Transfer Protocol):

HTTP is the protocol used by web browsers and
servers to communicate. It defines how requests
and responses are formatted and transmitted over
the web, enabling the transfer of web pages, images,

d other resources.
DNS (Domain Name System):

DNS translates human-readable domain names (like

i www.example.com) into [P addresses that
e computers use to identify each other on the
7 network. This makes internet navigation

user-friendly.




DHCP (Dynamic Host Configuration Protocol):
DHCP automatically assigns IP addresses to
devices on a network, simplifying network
management by avoiding manual configuration and

preventing address conflicts.

Q5. Evaluate different methods of network
security, including firewalls, encryption, and
antivirus software.

Answer:

Network security protects data and resources from
! unauthorized access, attacks, and damage. Several

methods work together to secure networks:

Firewalls:

Firewalls act as a barrier between a trusted internal
network and untrusted external networks (like the
internet). They monitor and filter incoming and

N : : : :
i outgoing traffic based on predefined security rules.

Firewalls can block malicious traffic and prevent

unauthorized access.

Encryption:
Z/ o




Encryption converts data into an unreadable format

using algorithms, which can only be deciphered by
authorized parties with the correct decryption key.
This  protects data confidentiality during
transmission and storage, preventing

avesdropping and data theft.
Antivirus Software:

Antivirus programs detect, quarantine, and remove
malicious software (malware) such as viruses,
worms, and ransomware. They scan files and

programs for known threats and protect systems

from infection.
Summary:

combination of firewalls, encryption, and antivirus
software provides comprehensive protection.
Firewalls control access, encryption safeguards

N data privacy, and antivirus software defends against

7

malware infections.

Q6. Describe real-world applications of

computer networks in business, education, and
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Answer:

Computer networks have revolutionized multiple
sectors by enabling efficient communication, data

sharing, and resource management:
Business:

Networks allow businesses to share information
quickly, coordinate tasks, and manage resources
centrally. Intranets enable secure internal
communication, while email and video conferencing

improve collaboration. Networks also support

online transactions and customer relationship
! management.

Education:

ducational institutions use networks to provide
online learning platforms and virtual classrooms,
allowing students to access course materials,

submit assignments, and participate in discussions

remotely. Learning Management Systems (LMS)
like Blackboard and Moodle help deliver content

and assessments efficiently.




Healthcare:

Networks facilitate the sharing of patient
information among healthcare providers, enabling
quick access to Electronic Health Records (EHR).
Telemedicine uses networks to provide remote
diagnosis and consultation. Access to online
medical databases supports research and better

patient care.

Q7. Compare and contrast the different types
of network topologies (star, ring, bus, and mesh).

Answer:

Star Topology:
e All devices connect to a central hub or switch.

e Easy to install and manage.

e If one device fails, it doesn’t affect the rest.

e If the central hub fails, entire network stops

working.
e Commonly used in home and office networks.

Ring Topology:




e Devices are connected in a circular fashion.
e Data travels in one direction around the ring.
e Reduces data collisions.

e Failure of one device or connection can disrupt

the whole network.
e Was used in Token Ring networks.
Bus Topology:

e All devices share a single communication line
(bus).

e Simple and inexpensive for small networks.

e If the main bus line fails, the entire network

fails.

e Performance decreases as more devices

connect.
e Troubleshooting is difficult.
Mesh Topology:
e Every device is connected to every other device.

e Provides high reliability and redundancy.




e Data can travel through multiple paths.

e Expensive and complex due to many cables.
e Used in critical systems like military networks.

Q8. Consider a shift cipher with a shift amount
of 4.

(a) Encrypt the message "SECURITY":

Shift each letter 4 positions forward in the alphabet.

S>WE=>[C>GU->Y,R->V,I>

LS NN
I

Encrypted message: WIGYVMXC
(b) Decrypt the messagg&\IMXYVMl":
Shift each letter 4 positions backward.

WS, M2 X21,Y2.U, V2R M

=24 E
I

Decrypted message: SITURIE

(Note: The decrypted word depends on the original
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\Q9. An IPv4 address is a 32-bit number.
Calculate the total number of unique IPv4
addresses possible.

(a) Calculation of total IPv4 addresses:
IPv4 address length = 32 bits.
Each bit can be 0 or 1 = 2 possibilities per bit.

Total addresses = 2732 = 4,294,967,296 unique

addresses.

(b) Number of usmddresses if 10% are
reserved:

Reserved addresses = 10% of 4,294,967,296 =
429,496,729.

maining addresses =  4,294967,296 -
429,496,729 = 3,865,470,567 usable addresses.

-

Important Long Questions:

Q1: Define a computer network and explain its
primary components. How do these components

facilitgte communication within a network?



Definition of a Computer Network:

A computer network is a system of interconnected
devices or computers that are linked together to
share data and resources. These networks allow
multiple devices to communicate, exchange
information, and work collaboratively. Networks can
be small, such as a Local Area Network (LAN)
within an office or home, or large, such as a Wide
Area Network (WAN) like the Internet, which spans

across cities and countries.

Primary Components of a Computer Network:

1. Nodes:
Nodes are the individual devices connected to the

etwork. These include computers, smartphones,
printers, servers, and other hardware capable of
sending or receiving data. Each node acts as a

source or destination for data within the network.

2. Links:

Links are the communication pathways that

connect nodes. They can be physical cables like




Ethernet cables (wired links) or wireless signals like
Wi-Fi. These links enable data transmission

between nodes.
3. Switches:

Switches are devices that connect multiple nodes
within a single network segment. They receive data
packets and forward them only to the specific
device (node) intended to receive the data, based
on the device's MAC (Media Access Control)
address. Switches help in efficiently managing data

traffic within a local network.

4. Routers:
Routers connect different networks together. They

rect data packets between networks by
determining the best path for data to travel from the
source to the destination, often using IP addresses.

gg\ Routers manage traffic between LANs and WANSs

and enable devices on one network to

communicate with devices on another network.

How These Components Facilitate Communication:




Nodes generate and receive data, serving as

the endpoints in the communication process.

e Links act as the physical or wireless channels

that carry the data from one node to another.

e Switches efficiently forward data within the

local network by directing packets to their

intended recipients based on MAC addresses.
This reduces unnecessary traffic and speeds

up communication.

e Routers connect different networks and guide

! data packets through the best possible paths,

ensuring that data reaches the correct network
and destination device. They use IP addresses
to identify networks and devices beyond the

local network.
+ Example of Communication Flow:

;‘\ Imagine sending a file from your computer to a

colleague’s computer in the same office network:

e Your computer (a node) splits the file into

smaller packets.




These packets travel through wired or wireless

links.

e The network switch receives these packets and

reads the destination MAC address.

e The switch forwards the packets only to the
port where your colleague’s computer (the

destination node) is connected.

e Once all packets are received, your colleague’s

computer reassembles the file.

e This process allows efficient and reliable data
! transfer inside a network.
Q2: What is network topology? Explain Bus

topology with a suitable example. Also mention
one advantage and one disadvantage of Bus
topology.

N
i Network Topology Definition:

Network topology is the physical or logical

arrangement of devices (nodes) in a computer

It defines how these devices are
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connected and how data flows between them. The
choice of topology affects the network's

performance, reliability, and scalability.

[ BUS TOPOLOGY ]

Eep e

Advantage: Disadvantage:
Easy to set up Single point of
failure

Bus Topology Explan.)

In Bus topology, all devices are connected to a

single central communication line called a bus or
backbone cable. Each device taps into this bus and
jgstens to the data traveling on it. Data sent by any

device travels in both directions along the bus until

it reaches the intended recipient device.
+ Example:

Imagine a classroom where there is one long

chalkboard (the bus). Every student (device) can

see the notes written on the chalkboard. When the



N

see it, but only the student for whom the message

is intended pays attention.
Advantage:

Easy to install and cost-effective: Since only one
main cable is used, it requires less cable than other

topologies, making it inexpensive and simple to set
up.

Disadvantage:

If the central bus cable fails, the entire network

stops working: This creates a single point of failure,

making the network less reliable.

Q3: Describe Star topology. How does data
transfer happen in this topology? Explain with an
example and mention one advantage and one

disadvantage.

Star Topology Explanation:

i In Star topology, every device (node) is connected
-/

individually to a central device, usually a switch or

hub. The central device acts as a controller and a

r for data traffic. When one node wants to

repeats



send data to another, it sends the data to the
central device, which then forwards it to the

destination node.

STAR TOPOLOGY

Data Transfer Procesg

The sender node transmits data to the central
switch/hub.

e switch checks the destination address and

sends the data to the correct receiving node.

Other nodes do not receive the data, so network

traffic is reduced.
+ Example:

Imagine a school where the principal’s office (the

is connected to all classrooms (nodes) via




intercoms. If a classroom wants to communicate
with another, it first contacts the principal’s office,
which then connects the call to the targeted

classroom.
Advantage:

If one device or connection fails, the rest of the
network remains unaffected: This makes star

topology more reliable and easier to troubleshoot.
Disadvantage:

If the central hub/switch fails, the entire network
! stops working: The central device is a single point

of failure.

Q4: Explain Ring topology with the help of a
real-life example. What are the key features of this
topology?

Ring Topology Explanation:

-~

In Ring topology, every device is connected to

exactly two other devices, forming a circular data

path. Data travels in one direction (either clockwise

or counterclockwise) around the ring. Each device
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receives data from its predecessor and forwards it
to the next device until it reaches the intended

recipient.

RING TOPOLOGY

=N
o’

+ Example:

Think of a relay race where runners pass a baton to
the next runner in a circle. The baton travels from
e runner to the next until it returns to the starting

point or reaches the final runner.

Key Features of Ring Topology:
e Data flows in one direction around the ring.

e Each device acts as a repeater to keep the

signal strong.

e Dgta passes through each node between the



sender and receiver.

e It is easy to install and troubleshoot since the

signal travels in a predictable path.

e Adding or removing devices can disrupt the

network.

Q5: Define transmission modes in computer
networks. Explain the three primary transmission

modes with examples.

Define transmission modes in computer
networks. Explain the three primary
transmission modes with examples.

‘ TRANSMISSION MODES ’

[
| |

e T o

Simplex Half-Duplex Full-Duplex
ommunication Communication Communication

Definition of Transmission Modes:

Transmission modes in computer networks
describe how data is sent between devices. It
explains the direction in which data flows during

communication. The mode determines whether




data flows in one direction or both directions, and if
both, whether it happens simultaneously or

alternately.
Three Primary Transmission Modes:
1. Simplex Communication:

e In Simplex mode, data flows in only one

direction.

e One device acts as the sender, and the other as

the receiver.

e The receiver cannot send data back.

! + Example: Television broadcasting — the TV

station sends signals, and the TV receives them, but

the TV does not send data back.
2. Half-Duplex Communication:
e In Half-Duplex mode, data can flow in both

directions, but not at the same time.

e One device sends data while the other waits,

and then they switch roles.

Communication is two-way, but alternate.




|

+ Example: Walkie-talkies — only one person can

speak at a time, while the other listens.
3. Full-Duplex Communication:

e In Full-Duplex mode, data flows in both

directions simultaneously.

e Both devices can send and receive data at the

same time without waiting.

e This mode provides efficient and real-time

communication.

+« Example: Telephone conversations — both
people can talk and listen simultaneously.
Q6: Explain Half-Duplex communication. How

does it differ from Simplex communication?
Provide an example to support your answer.
Half-Duplex Communication:

In Half-Duplex communication, data transmission
can occur in both directions, but not at the same
time. One device transmits data while the other

receives, then they switch roles. This means

nication is two-way but alternate, not



Difference from Simplex Communication:

e Simplex communication allows data to flow

only in one direction, from sender to receiver.

e Half-Duplex allows two-way communication,

but the devices take turns in sending and

receiving data.

e In Simplex, the receiver cannot respond or send
data back.

e In Half-Duplex, both devices can send and

receive, but not simultaneously.
+ Example of Half-Duplex:

alkie-talkies are a good example. When one
person presses the talk button, they can send a
message, while the other listens. To respond, the

R other person must wait until the first one finishes
i talking and then press their button to reply.

Q7: Describe Full-Duplex communication. Why is it

considered the most efficient transmission mode?




Full-Duplex Communication:

Full-Duplex communication allows data to flow in
both directions simultaneously. Both devices can
send and receive data at the same time without
having to wait for the other to finish transmitting.
his enables smooth, real-time, and uninterrupted

communication.
Why is it considered the most efficient?

e Because data transmission is simultaneous,

communication is faster and more natural.

There is no waiting time, so overall throughput

is higher.

[

e It reduces delays in communication and
increases productivity.

e It is ideal for applications requiring real-time
interaction.

+ Real-Life Example:

A telephone conversation is a classic example of

Full-Duplex communication. Both people can talk

and ljgten simultaneously, allowing for a natural
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flow of conversation without interruptions.

Q7: Define a computer network. Explain the
different types of networks based on size and
range with suitable examples.

Definition:

A computer network is a group of interconnected
devices (such as computers, smartphones, and
printers) that communicate with each other and

share resources like files, data, and internet access.

Types of Networks Based on Size and Range:

1. Personal Area Net@f@g

e A PAN connects personal devices over a very

short distance, usually a few meters.

e It is mainly used for individual communication

Example: A Bluetooth connection between a

smartphone and a wireless headset.
2. Local Area Network (LAN):

e A LAN connects devices within a limited area

such as a home, school, or office.




e It provides fast and reliable communication

between nearby devices.

+ Example: A computer lab in a school where all

computers are linked together.
3. Metropolitan Area Network (MAN):

e A MAN covers a larger area like a city or a

university campus.
e It connects multiple LANs within the same city.

+« Example: A university network connecting

different campuses in a city.

! 4. Wide Area Networlﬁ;

e A WAN spans over a large geographical area

like a country or continent.
e It connects multiple LANs and MANS.
+« Example: The internet, which connects

computers all over the world.

\
— Q8: What is a Personal Area Network (PAN)?
7 Describe its features and provide one real-life

example. How is it different from a Local Area




'- Network (LAN)?

Definition:

A Personal Area Network (PAN) is a small network
that connects personal electronic devices over a

short distance, typically around 10 meters.

PERSONAL AREA
NETWORK (PAN)

-

Features of PAN:

e Itis mainly wireless and easy to set up.

e Used for short-range personal communication.
e Suitable for a single user or a few devices.
+ Example:

Connecting a smartphone to a wireless speaker

using Bluetooth.




e PAN is used for short-range personal
communication, while LAN is wused for
connecting multiple devices in a building or

office.
e PAN connects fewer devices compared to LAN.

e PAN usually uses wireless technologies like
Bluetooth, whereas LAN can be wired or

wireless.

Q9: Differentiate between LAN, MAN, and WAN.
Give appropriate examples for each and mention
their uses.

1. LAN (Local Area Ne&@?():

e Covers a small area like a home, office, or

school.
e Offers high-speed and low-cost communication.

+ Example: Computers connected in a school

computer lab.

Use: Sharing files, printers, and internet in small




2. MAN (Metropolitan Area Network):

e Covers a medium-sized area such as a city or

university campus.

e Connects multiple LANs across buildings or

campuses.

+ Example: A university's network linking different

campuses in a city.

Use: Communication and data sharing between

different departments or branches in a city.
3. WAN (Wide Area I\JM

e Covers a very large area like countries or

continents.
e Connects LANs and MANSs over long distances.

Example: The internet is the biggest example of
WAN.

Use: Global communication, internet browsing, and

file sharing between faraway places.

Q10: Explain Local Area Network (LAN). Where
is it commonly used and what are its advantages?




Definition:

A Local Area Network (LAN) connects computers
and devices within a limited area like an office,

school, or home using cables or wireless signals.

LOCAL AREA
NETWORK (LAN)

¢?a

Common Uses:

e In schools to manage computer labs and share

educational material.

e In offices for sharing files, printers, and internet

dCCess.

e In homes for connecting PCs, printers, and

Wi-Fi devices.

Advantages:

jgh-speed data transfer within the network.



e Easy sharing of files, software, and hardware
(like printers).
e Cost-effective for small organizations or

locations.

Q10: Describe Metropolitan Area Network
(MAN) with an example. How does it connect
multiple LANs in a city?

Definition:

A Metropolitan Area Network (MAN) is a network
that spans a city or a large campus and connects

multiple Local Area Networks (LANS).

METROPOLITAN AREA
NETWORK (MAN)

(VAR

Function:

e It acts as a larger version of a LAN and allows



communication between networks in nearby

locations.

e Often managed by government or service

providers.
+ Example:

A university in a city has multiple campuses. Each
campus has its own LAN. These are connected
together to form a MAN so students and staff can

access shared data across all campuses.
Key Point:

MAN bridges the gap between LANs and the wider
WAN.

Q11: What is a Wide Area Network (WAN)? Why
is the internet considered the largest WAN? Explain

with an example.
Definition:

A Wide Area Network (WAN) connects multiple
LANs and MANs across large geographical

distances like countries or continents.




e The internet links billions of computers and

devices globally.

e |t allows users from different locations to

communicate and share data instantly.

e |t uses satellites, undersea cables, and routers

to span continents.

WIDE AREA NETWORK
(WAN)

WAN
Example:
A multinational company with offices in different
countries uses WAN (via the internet) to allow

% employees to access shared company data and

applications from anywhere in the world.
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