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Class: 9th

Subject: Computer

Unit 11: Ethical, Social, and Legal

Concerns in Computer Usage

Multiple Choice Questions (MCQs)

1. Why is it important to use computers safely and
responsibly?

(a) To ensure we can use them more frequently

(b) To protect our personal information and make

=7 Wise choices about hardware and software [4
(c) To make the computer run faster
(d) To avoid paying for software

2. What does "responsible computer usage”
include?

(a) Choosing the most expensive hardware




(b) Sharing your passwords with friends

(c) Being cautious about what you share online and

protecting yourself and others |4
(d) Ignoring software updates

. What should you check to ensure hardware and
: software compatibility?

(a) The color of the hardware

(b) The system requirements on software packages
and match them with your computer's

specifications | ¢

(c) The price of the hardware
(d) The brand of the hardware

4. Why is it important to use strong, unique

W/ passwords?
(a) To make your accounts easy to hack
(b) To help others guess your password

(c) To make it harder for someone to guess your

password and access your accounts |4
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5. What is one reason to avoid clicking on unknown

links or downloading files from untrusted sources?
(a) They might contain helpful software

(b) They might contain malware that can harm your

device or steal your information |4

(c) They are usually cheaper

(d) They help your device run faster

6. What does Two-Factor Authentication (2FA) do?
(a) It makes your password easier to guess

(b) It adds an extra layer of security by requiring a

second form of verification |4
(c) It removes the need for a password

&7 (d) It reduces the need for software updates

7. Why should you be cautious when using public
Wi-Fi for sensitive transactions?

(a) Public Wi-Fi is usually faster
(b) Public Wi-Fi networks are often less secure |4

(c) Public Wi-Fi is free




d) Public Wi-Fi always provides encryption

8. What is an important aspect of responsible use
of social media?

(a) Sharing personal information like your home

address

(b) Posting photos without considering privacy

settings

(c) Being respectful and avoiding sharing sensitive

information publicly |4

(d) Ignoring privacy settings

9. What should you do if you receive an email from
an unknown sender asking for personal
information?

(a) Provide the information requested
(b) Forward the email to your friends
(c) Ignore or delete the email

(d) Open the email and click on any links

10. Why is it important to regularly review your
account activity?




(b) To look for unusual activity and ensure your

accounts are secure

(c) To check the number of friends you have

d) To download new applications

11. What is the purpose of privacy settings on
digital platforms?

(a) To make your posts public

(b) To control who can see your information and

interact with you online

(c) To increase the number of followers
(d) To automatically share your information

o7 12. What should you do to ensure data security?

(a) Use the same password for all accounts
(b) Share your passwords with friends

(c) Use strong, unique passwords and enable
two-factor authentication

(d) Avoid using any security measures




(a) Using data in any way you like

(b) Transparency, respect for privacy, and

accountability in data usage |4

c) Collecting as much data as possible

(d) Ignoring data security
14. What is software piracy?
(a) Sharing software legally with friends

(b) The illegal copying, distribution, or use of

software | ¢

(c) Buying software from an official source

(d) Updating software regularly

¥/ 15. How can you verify the credibility of
information found online?

(a) By checking the number of ads on the website

(b) By using multiple reputable sources and
checking the author's credentials

(c) By looking at the website's design




Important MCQs:

1. Why is it important to choose the right hardware

and software?

a) To decorate the computer
(b) To play all games

(c) To ensure safety, efficiency, and compatibility

(d) To avoid buying antivirus software

2. What can happen if you use outdated antivirus
software?

/' (a) Your computer will become faster
(b) Your data will be automatically saved
(c) Your system may become more secure

(d) Your device may be vulnerable to viruses and

hackers

3. What does compatibility mean in computer




(a) Matching your clothes with the computer color

(b) Ensuring hardware and software work well

together

A

4. What is one benefit of using strong, unique

c) Playing games on all devices

d) Using different types of screens

passwords?

(a) They are easy to guess

(b) They make accounts harder to hack | 4

e
(c) They help share accounts !
(d) They make passwords shorter
¥/ 5. Why should you update your software regularly? ’
(a) To change your wallpaper
(b) To slow down your device

(c) To fix bugs and improve security
(d) To delete old files

6. What is the main purpose of Two-Factor



(a) To allow password sharing
(b) To skip password input

(c) To add an extra layer of security

d) To reduce password length

-

7. Why is public Wi-Fi risky for sensitive tasks like
online banking?

(a) It is usually slow
(b) It may not have strong security | 4

(c) It doesn't support browsing

(d) It blocks websites

8, What should you avoid sharing on social media

¥/ for safety?
(a) Your hobbies
(b) Your favorite color
(c) Your home address or school name

(d) Your friend’s photos

9. What should you do if you receive a suspicious



(a) Reply with your details
(b) Click on the links quickly

(c) Ignore or delete the email

d) Forward it to everyone

10. What is the benefit of regularly reviewing your
account activity?

(a) To increase screen brightness
(b) To update your profile picture

(¢) To spot unusual activity and protect your

account |

(d) To delete your account
11. What should you avoid sharing publicly on
social media?

: (a) Your favorite food

-

(b) Your home address or phone number
(c) Your school name only

(d) Your profile picture




12. Why is it important to be careful while opening

emails from unknown senders?
(a) They may ask for money
(b) They may contain spelling mistakes

¢) They could contain harmful links or attachments

(d) They might come from friends

13. How can you protect your cloud storage
accounts?

(a) Use easy-to-remember passwords
(b) Avoid updating your apps
(c) Share your files with everyone

(d) Use strong and unique passwords
14. Which is a safe practice when downloading
online applications?

i (a) Download from any website
=/ (b) Use apps sent by friends

(c) Download only from trusted sources like Google




(d) Download from ads

15. What is the main purpose of privacy settings
on digital platforms?

(a) To share more content

b) To control who can see your information
(c) To block everyone
(d) To change background color

16. What is the benefit of using strong and unique
passwords for online accounts?

(a) Makes it easier to remember

(b) Increases screen brightness
(c) Prevents unauthorized access |4

(d) Slows down the system

17. What do privacy laws aim to protect?
(a) Computer speed

(b) Government data

(c) Personal information of users

ails only




18. What can happen if someone accesses your
personal data without permission?

(a) Nothing happens

(b) They may improve your profile

c) Identity theft or fraud

(d) Your account becomes faster

19. What is the first step in ethical data collection?
(a) Hiding data

(b) Collecting as much data as possible

(c) Taking consent from the person |4
(d) Sharing with everyone

20. Which principle is included in data ethics?
(a) Promotion
(b) Transparency

(c) Advertisement

(d) Popularity

21. What is the key purpose of ethical guidelines in
data ugage?




(a) To advertise products

(b) To increase website traffic

(c) To use data for its intended purpose and benefit
the user

d) To sell data for profit

22. What does ‘informed consent’ mean in data
collection?

(a) Collecting data secretly
(b) Sharing data without telling

(c) Asking permission before collecting data

(d) Giving users free services
23. What is meant by data minimization?

(a) Deleting all data

(b) Collecting maximum data
(c) Collecting only necessary data
(d) Ignoring data completely

24. What should an organization do if a data
breach occurs?




(a) Hide the issue

(b) Delete all records

(c) Inform affected people and take responsibility
d) Block the website

25. What does copyright protect?

(a) Business profits

(b) Brand logos

(c) Original works like books, music, or software

(d) Product packaging

26. What is a trademark?
) A legal contract

(b) A copyright symbol

(c) A symbol, name, or slogan that identifies a
brand

(d) A software license
27. What is software piracy?

(a) Buying licensed software

_ /




(b) Using open-source programs

(c) lllegal copying and distribution of software
(d) Using apps from Play Store

28. Which of the following is an example of
violating intellectual property rights?

(a) Purchasing software legally

(b) Quoting a source in an essay

(c) Downloading a movie without permission
(d) Using a public image with credit

29. What is the best way to check if online

information is reliable?
(a) Trust the first result

(b) Share it with friends

(c) Cross-check with multiple sources
(d) Read only headlines

30. Why should we be careful of sensational
headlines online?

(a) They improve grammar




(b) They provide real news

(c) They often spread false or misleading
information

(d) They contain detailed research

1. Which browsing mode helps protect your
privacy during online research?

(a) Standard Mode
(b) Guest Mode
(c) Private/Incognito Mode [ 4

(d) Admin Mode

32. What should you avoid while visiting unfamiliar

websites?

(a) Reading content

(b) Sharing the link
(c) Entering personal information
(d) Using a strong password

33. What is a smart way to prevent internet
addiction?




(a) Watch more videos

(b) Set daily time limits

(c) Ignore offline activities
(d) Always stay online

4. Which of the following is a sign of internet
addiction?

(a) Studying online
(b) Playing outdoor games
(c) Constantly scrolling through social media

(d) Sleeping on time

35. What should you do to promote digital
well-being?

(a) Use the internet non-stop

(b) Turn off all devices permanently
(c) Take regular breaks during screen time
(d) Avoid reading

36. What helps you manage your screen time
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(a) Ignoring apps

(b) Disabling time tracking

(c) Using time management apps
(d) Watching more videos

7. Which setting should be adjusted for social
media safety?

(a) Display brightness
(b) App permissions
(c) Privacy settings

(d) Language preferences
38. What is a good example of online etiquette?

) Sharing fake news
(b) Respectful commenting [ 4
(c) Arguing with strangers

(d) Insulting others

39. What is cyberbullying?

(a) Encouraging others




(c) Posting hurtful content online

(d) Playing online games
40. How should you respond to cyberbullying?
(a) Ignore it

b) Support the bully

(c) Report and block the bully

(d) Share it for fun

41. What is one ethical issue in computing?

(a) Fast internet

(b) Using pirated software
(c) Watching tutorials

) Sharing your own work
42. What is the legal impact of computing?
(a) It causes stress

%

(b) It creates games
(c) It involves privacy protection laws

(d) It blocks communication



(b) Job creation in IT sectors

(c) Decreased trade

(d) Limited access to education

#44. How has computing improved global trade?
(a) Reduced online shopping

(b) Enabled efficient inventory systems

(c) Delayed communication

(d) Increased paperwork

45. What is a risk of social networking platforms?

(a) Instant messaging

) Easy updates
(c) Misinformation spread |4
(d) Photo sharing




Exercise Short Questions:

1. What is the importance of using computers
safely and responsibly?

Using computers safely and responsibly protects
our personal information, prevents damage to your
device, and helps avoid cyber threats like viruses

and hacking.

2. How does choosing the right hardware and
software affect your computer usage?

Choosing the right hardware and software ensures
! your computer runs smoothly, performs tasks

efficiently, and avoids compatibility issues that can

slow down or crash your system.
3. Why is it important to use antivirus software on
your computer?

Antivirus software protects your computer from
viruses, malware, and other harmful programs that

can steal your data or damage your system.

4. What are some examples of good practices




Good practices include checking compatibility,
reading reviews, buying from trusted sources, and

making sure the software is legally licensed.

5. How can choosing compatible hardware and

software enhance your computer experience?

Compatible hardware and software work well
together, improving speed, reducing errors, and

ensuring reliable performance during your tasks.

6. Why should you create strong, unique
passwords for your accounts?

! Strong, unique passwords protect your accounts

from unauthorized access and reduce the risk of
identity theft.

. What is the purpose of regular software updates?
Software updates fix bugs, improve security, add
new features, and help protect your computer from

new cyber threats.

8. How can you protect yourself from harmful links

and downloads?

Avoid/ clicking on suspicious links, download
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software only from trusted websites, and use
security programs that detect and block harmful

files.

9. What is Two-Factor Authentication (2FA), and
why is it useful?

Two-Factor Authentication adds an extra layer of
security by requiring two forms of identity
verification, making it harder for unauthorized users

1o access your accounts.

10. Why is it a good idea to avoid using public Wi-Fi

for sensitive transactions?
! Public Wi-Fi networks are often unsecured, making

it easier for hackers to intercept your personal

Mformation during sensitive activities like online
banking.
11. How can you verify if an email or message is a

scam?

Look for suspicious sender addresses, poor
grammar or spelling, unsolicited requests for

personal information, and avoid clicking on
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unknown links.

12. Why is it important to be careful about what

you share on social media?

Sharing too much can expose you to privacy risks,
cyberbullying, or misuse of your personal

information.

13. What should you do if you receive an email
from an unknown sender asking for personal

information?

Do not reply or provide any information. Delete the

email and report it as phishing if possible.

14. What is the purpose of privacy laws regarding
your personal information?

Privacy laws protect your personal data by
regulating how it is collected, used, and shared,
ensuring it is handled responsibly.

A\
i 15. How do privacy laws protect you from
unauthorized access to your data?

They require organizations to secure your data,

our consent before sharing it, and allow you



to control your information.

16. What is the difference between copyright,
trademarks, and patents?

e Copyright protects original creative works like

books and music.

e Trademarks protect brand names and logos.

e Patents protect inventions and new

technological ideas.

17. Why is it important to respect intellectual
property rights?

Respecting these rights encourages creativity,
protects creators’ work, and prevents legal

problems from unauthorized use.

18. What is software piracy, and why is it harmful?

Software piracy is using or distributing software
illegally without paying. It is harmful because it
causes financial losses and exposes users to

security risks.

19. How can you identify reliable sources when
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Use official or well-known websites, check author
credibility, look for recent and well-cited information,

and avoid biased or suspicious sources.

20. What is one way to protect your privacy during

online research?

Use private browsing modes like incognito or clear
your browsing history and cookies regularly to

prevent tracking.

21. What are some signs that you might be
developing an internet addiction?

Spending excessive time online, neglecting
responsibilities, feeling anxious without internet

access, and losing interest in offline activities.

Exercise Long Questions:

Q1. Discuss the importance of responsible
computer usage in today's digital world. Explain
how selecting the right hardware and software can
affect safety, efficiency, and compatibility in
ompfiter use.




1. Protects Personal Information:

Responsible use means avoiding sharing sensitive

data on unsafe websites, which helps prevent

identity theft and privacy breaches.
2. Prevents Security Risks:

Safe practices like avoiding suspicious links and
downloading software from trusted sources reduce

the chance of viruses and malware infections.

3. Ensures Ethical Us§
g Being responsible means respecting copyright laws,

avoiding software piracy, and using technology

hically.
4. Promotes Digital Well-being:
Using computers responsibly helps balance screen

N , L "
i time and prevents problems like internet addiction.

Impact of Selecting the Right Hardware and
Software:
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Compatible and updated hardware/software receive
regular security patches, protecting the system

from hacking and malware.
2. Efficiency:

Appropriate hardware ensures smooth performance,
faster processing, and reduces crashes or

slowdowns while running software.
3. Compatibility:

Choosing software that matches your hardware

specifications avoids errors and system conflicts,

ensuring all programs work correctly.
4. Longevity:

Proper hardware and software selection extend the
life of the computer by preventing overload and
wear caused by incompatible components.

Q2. Describe the steps you should take to

ensure the safe operation of digital platforms and
devices.

Answer:

\

g5ure the safe operation of digital platforms | \
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and devices, you should follow these important

steps:
Use Strong Passwords:

e Create passwords that are complex, including a
mix of letters, numbers, and special characters,

making them difficult to guess.

Enable Two-Factor Authentication (2FA):

e This adds an extra layer of security by requiring

a second verification step along with your

password.
e Keep Software Updated: Regularly update your
operating system and applications to fix

security vulnerabilities and improve
performance.
Install Antivirus Software:

e Use reliable antivirus and anti-malware

programs to detect and block harmful software.
Avoid Clicking Suspicious Links:

e Do not click on links from unknown emails or

\

wbbsites as they may contain malware or i



phishing attempts.

Protect Personal Information:

Only share personal details on trusted websites,

and be cautious when filling out online forms.
Be Careful on Public Wi-Fi:

e Avoid conducting sensitive transactions like

online banking on public Wi-Fi networks.

e Regularly Back Up Data: Keep backups of
important files to recover your data in case of

accidental loss or cyber attacks.

e By following these steps, you can keep your
digital platforms and devices secure and

prevent many common cyber threats.

Q3. Explain the concept of data ethics and its
importance in handling personal and sensitive
._ information.  Discuss the principles of
i transparency, respect for privacy, and
— accountability.

F

Answer:




pr\inciples that govern how personal and sensitive
information should be collected, stored, used, and
shared. It is important because improper handling
of data can harm individuals’ privacy, lead to
identity theft, discrimination, or misuse of

information.
The key principles of data ethics include:

Transparency: Organizations should clearly inform
individuals about what data is being collected, why
it is collected, and how it will be used. This

openness builds trust and allows users to make

informed decisions.
Respect for Privacy: Personal data must be handled

ith care to protect individuals’ privacy rights. Data
should only be accessed by authorized personnel
and used only for legitimate purposes.

" Accountability: Those who collect and manage data

-

must be responsible for safeguarding it. They
should be held accountable if data is misused or

leaked, and they should take steps to prevent such

incidepts.
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Upholding data ethics ensures that personal
information is protected, users' rights are respected,

and trust in digital systems is maintained.

Q4. Analyze the impact of privacy laws on
protecting personal information in the digital age.
How do laws like the Personal Data Protection Bill
in Pakistan help safeguard user data?

Answer:

Privacy laws have a significant impact on protecting

personal information in today's digital age, where

online. These laws set legal standards and rules

that organizations must follow to secure user data

d prevent misuse or unauthorized access.
+ For example, the Personal Data Protection Bill in
Pakistan aims to regulate how personal data is

;\\x handled by public and private entities. It helps

I vast amounts of data are collected and processed

safeguard user data by:

e Defining User Rights: The law gives individuals

control over their data, including rights to



Setting Data Handling Standards: It requires
organizations to implement strong security
measures to protect data from breaches or
theft.

e Regulating Consent: The law ensures that data
is collected only with clear consent from users,

preventing unauthorized data harvesting.

e Enforcing Accountability: Organizations that
violate the law may face penalties or legal

actions, encouraging compliance.

Overall, privacy laws like this enhance digital trust,

protect citizens from exploitation, and promote

responsible data use in a technology-driven society.

““ Q5. Discuss the different types of intellectual
property rights, including copyright, trademarks,
and patents.

Intellectual Property Rights (IPR) protect creations
of the mind, encouraging innovation and creativity

by giving creators exclusive rights.

Copyright:




Copyright protects original works of authorship
such as books, music, films, software, and artwork.
It gives the creator the exclusive right to reproduce,
distribute, perform, and display the work. Copyright
usually lasts for the life of the creator plus several

ecades after their death.
Trademarks:

A trademark is a recognizable sign, symbol, word,
or phrase that distinguishes products or services of
one company from those of others. Examples

include brand names, logos, and slogans.

Trademarks protect consumers from confusion and

help companies build brand identity.
Patents:

e Patents protect inventions or technological

innovations. They grant the inventor exclusive
rights to make, use, and sell the invention for a
certain period (usually 20 years). Patents
encourage investment in research and
development by ensuring inventors can profit
fr

m their inventions.



e Each type of intellectual property serves a
specific purpose in protecting creative and

commercial interests.

Q6. Describe the ethical and legal
responsibilities related to intellectual property
rights. What are the consequences of violating
these rights, such as through software piracy or
unauthorized use of copyrighted material?

Ethical and Legal Responsibilities:

e Respecting intellectual property means

acknowledging the creator’s rights and not

using or distributing their work without

permission.

Users must avoid copying, distributing, or
modifying software, music, films, or literature

illegally.

It is essential to cite sources properly and seek

licenses or permissions when required.
Consequences of Violations:

Software Piracy:




lllegal copying and distribution of software can lead
to financial losses for developers and companies,

reducing incentives for innovation.
Legal Consequences:

Violations can result in lawsuits, fines, and criminal

charges depending on the severity of infringement.
Ethical Issues:

Unauthorized use of copyrighted material damages

trust and undermines the creative industry.

Security Risks:

4

i Q7. Outline effective techniques for conducting

e Pirated software often lacks updates and may

contain malware, putting users at risk.

e Respecting intellectual property rights is crucial

for fostering a fair, innovative, and safe digital

environment.

safe and credible online research. How can users
evaluate the reliability of sources and avoid privacy

risks during their research?



Use Reputable Sources:

Prefer academic journals, official websites
(government, educational institutions), and
recognized organizations over unknown or biased

websites.
Check Author Credentials:

Verify the author's expertise and affiliation to

ensure the information is trustworthy.
Cross-Check Information:

Compare facts from multiple reliable sources to

avoid misinformation.
Evaluate Website Designg@) Domain:

ofessional layout and domain endings like .edu,

.gov, and .org are usually more credible.

Be Wary of Sponsored Content:
;\\x Identify and be cautious of content influenced by

commercial interests.

Avoiding Privacy Risks:

e Uge private browsing modes to prevent saving



browsing history.

e Avoid entering personal details on unfamiliar or

suspicious websites.

e Do not click on suspicious links or download

unknown files.

e Use secure networks, preferably avoid public

Wi-Fi for sensitive research.

e Use privacy tools like VPNs and ad blockers to

reduce tracking.

e By following these techniques, users can
! protect their privacy while accessing accurate

and reliable information.

8. Discuss the concept of internet addiction and
its potential impact on individuals. How can
recognizing the signs of addiction, setting time
limits, and finding offline activities help promote

7

balanced internet usage?
Internet Addiction:

Internet addiction is excessive or compulsive use of

ernet that interferes with daily life. It can
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affect mental, emotional, and physical well-being.
Potential Impacts:

e Neglect of responsibilities such as studies,

work, and social relationships.
e Sleep deprivation due to prolonged screen time.

e Increased feelings of anxiety, depression, or

isolation.
e Physical issues like eye strain and poor posture.
Recognizing Signs:

e Difficulty stopping internet use despite wanting

fo.
e Losing track of time while online.

e Prioritizing internet activities over important

tasks.

e Feeling restless or irritable when not online.

Promoting Balanced Usage:

Set Time Limits:

Allocaje specific times for internet use and stick to



them to avoid overuse.

Take Breaks:

Regular breaks reduce eye strain and help refresh

the mind.
ngage in Offline Activities:

Sports, reading, hobbies, and spending time with
family and friends help maintain social and physical
health.

Use Apps for Monitoring:

Screen time apps can remind users to take breaks

or limit usage.
Seek Support:

e If addiction is severe, counseling or support

groups can help.

e Balancing internet use with offline activities
fosters healthier habits and reduces the

negative effects of addiction.
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